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ABSTRACT

Smart grid enables efficient power management by allowing real-time awareness of electricity flows through two-way
communication. Despite its various advantages, threats to user privacy caused by frequent meter reading hinder prosperous
deployment of smart grid. In this paper, we propose a privacy-preserving aggregation method exploiting fully homomorphic
encryption (FHE). Specifically, it achieves privacy-preserving fine-grained aggregation of electricity usage for smart grid
customers in multiple electrical source environments, while further enhancing efficiency through SIMD-style operations
simultaneously. Analysis of our scheme demonstrates the suitability in next-generation smart grid environment where the
customers select and use a variety of power sources and systematic metering and control are enabled.
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Fig. 1. Smart Grid Architecture
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